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IN THE CLAIMS 

The text of all pending claims, (including withdrawn claims) is set forth below. Cancelled 
and not entered claims are indicated with claim number and status only. The claims as listed 
below show added text with underlining and deleted text with strik e through . The status of each 
claim is indicated with one of (original), (currently amended), (cancelled), (withdrawn), (new), 
(previously presented), or (not entered). 

Please AMEND claims in accordance with the following: 

1 . (CURRENTLY AMENDED) A method for conducting a purchasing agreement for 
goods and services between a consumer and a merchant through a trusted a third party and 
using a wireless network comprising: 

generating, by the consumer, a first consumer v iew of the purchasing agreement and 
transmitting the first consumer view of the purchasing agreement to the third party; 

generating, independently by the merchant, a second merchant view of the agreement 
and transmitting the second merchant view of the agreement to the third party; and 

receiving, by the third party, comprising a Secure Transaction Server, the consumer view 
of the purchasing agreement and the merchant view of the purchasing agreementr: 

verifying , by the third party STS. identities of the merchant and the consume r, based 
upon the consumer and merchant views of the purchasing agreement: and that th e 

verifying, by the third party STS, the purchasing agreement by verifying details of the 
independently generated consumer and merchant views of the agre e m e nts of the purchasing 
agreement are consistent with each other: and 

taking action , by the third party STS. to execute the purchasing agreemen t i f th e 
cond i t i ons are satisfi e d based upon the verified purchasing agreement . 

2. (CURRENTLY AMENDED) The method of claim 1 , wherein the purchasing 
agreement includes the-ordering of and paying for goods or s e rv i c e s a good and/or a service as 
a purchase . 

3. (CURRENTLY AMENDED) The method of claim 2, further comprising: 
conducting purchas o s the purchase using a^local wireless communication network 

between a consumer op e rated mobile device and a merchant operat e d devicei and a S e cur e 
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transact i on Sorvor d e v i oo, oompr i s i ng the trust e d th i rd party, and 

encrypting parts of the m e ssag e s consumer and merchant views communicated between 
th e d e v i c e s and th e secur e transact i on s e rv e r are onorvpt e d among the consumer mobile device, 
the merchant device, and the third party STS using thea Secure Transaction Protocol. 

4. (CURRENTLY AMENDED) The method as in claim 3, wherein the tFUSted-third party 
STS returns a token as receipt of payment that is presented by the consumer to the merchant to 
obtain the paid - for s e rv i c e s a t purchase at a later time 

5. (CURRENTLY AMENDED) The method as in claim 4 for athe consumer to conduct 
a the purchase transaction w ith a the merchant using athe consumer op e rated mobile device in 
wireless local communication with athe merchant device, comprising: 

discovering, by the consumer mobile device, the merchant device via the wireless local 
communication network: 

connecting, by the consumer mobile device, to the merchant device via the wireless local 
communication network: 

selecting, by the consumer using the consumer mobile device, the goods and 
s e rv i c e s good and/or the service to be purchased; 

obtaining a purchase order from the merchant containing th e transact i on d e ta i ls detail 
information of the purchase such as amount : and 

authorizing by the consumer using the consumer mobile device, payment to the 
merchant for the goods and s e rv i c e s g ood and/or the service through the secur e transact i on 
serve rthird party STS . 

6. (CURRENTLY AMENDED) The method of claim 5, wherein the discovering 
compr i sing comprises automatically scanning the wireless network or manually discovering one 
or more merchant devices and the consumer then selecting one of the merchant devices from a 
list of the discovered merchant devices presented by the consumer mobile device. 

7. (CURRENTLY AMENDED) The method of claim 6, wherein the connecting 
compris i ng comprises connecting the consumer mobile device to the selected merchant device 
through the wireless local communication network. 
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8. (CURRENTLY AMENDED) The method of claim 7, wherein the selecting comprising 
selecting one of th e goods or s e rv i c e s bv the consumer the good or service from a list of the 
goods and/or services of the merchant presented by the consumer mobile d evice. 

9. (CURRENTLY AMENDED) The method of claim 8, further comprising: 
transmitting by the consumer mobile device a request for athe purchase order for i t e ms 

to b e purchas e d t he purchase to the merchant device; 

preparing by the merchant device a the purchase order with the purchase detail 
information including pricing and transmitting the purchase order to the consumer device; and 

upon receiving the purchase order by the consumer device, authorizing by the consumer 
mobile device a^payment for the purchase order^ 

wherein the first consumer view and the second merchant view are generated based 
upon the purchase order . 

10. (CURRENTLY AMENDED) The method of claim 9, further comprising 
v e r i fying reguesting, by the consumer mobile device, verification of the merchant device by the 
third party STS soour e transact i on s e rver before the transmitting of the purchase order is 
transm i tt e d to th e consum e r d e v i c e reguest to the merchant device . 

11 . (CURRENTLY AMENDED) The method of claim 10, further comprising 
vefi^in greguestina. bv the consumer mobile device, verification of the merchant device by the 
third party STS s e cur e transact i on s e rver after the merchant device transmits the purchase order 
is transm i tt e d t o the consumer device. 

12. (CURRENTLY AMENDED) The method of claim 11 , further comprising: 
indicating, by the consumer, intent to procood w i th authorize payment for the purchase 

order via a command entered into the consumer mobile device: 

upon receiving the command and a positive result of the merchant verification byfrom the 
s e cur e transact i on sorve rt hird party STS . the consumer mobile device indicating the intent to 
authorize payment af)dby transmitting the intent to the s e cure transaction s e rv e rt hird party STS 
via the merchant device : and 

upon rece i v i ng a pos i t i v e r e su l t of th e verification by the s e cur e transact i on server, tho 
m e rchant indicating , bv the merchant device, the-intent to authorize acceptance of the payment 
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and transmitting tlie consumer intent and the merchant intent to the s e cure transact i on 
sefve rthird party STS . 

1 3. (CURRENTLY AMENDED) The method of claim 1 2. further comprising: 

upon receiving , by the third party STS, the payment authorization for paym e nt f rom the 
consumer mobile device and the payment acceptance authorization for acoeptanco from the 
merchant device , interacting by the third party STS s e cure transaction s e rver with a payment 
service to cause the-transfer of funds or commitment for transfer of funds from the consumer to 
the merchant to occur ; and 

upon completion of the transfer of funds, transmitting by the secur e transaction 
sefve rthird party STS . a confirmation to the consumer and the merchant. 

14. (CURRENTLY AMENDED) The method of claim 13 wherein the purchas o is for 
s e rv i c e s (and c e rta i n goods) and th e S e cur e Transaction S e rv e r the third party STS causes a 
consumer token to be sent to the consumer aRdby the merchant as a^proof of the payment ar^ 
that can be presented by the consumer w hen the service is activated or consumed, or geo^the 
good is received. 

15. (CURRENTLY AMENDED) The method of claim 13 wherein the transact i on 
compr i ses the purchas e of good is a p hysical goodgeods. 

1 6. (CURRENTLY AMENDED) The method of claim 456, wherein the d i scovery 
compr i s i ng discovering comprises : 

obtaining by the consumer mobile device a list of available merchants and contact 
information to be displayed on hi sthe mobile device : and 

selecting from th e consum e r's d e v i c e th ea merchant for whteh-athe purchase transaction 
i s d e s i r e d , based upon the displayed list of available merchants. 

1 7. (CURRENTLY AMENDED) The method of claim 4516. wherein the connecting 
compr i s i ng comprises : 

directing by the consumer the consumer mobile device to establish a_wireless 
communication using the contact information of the selected merchant; and 

accessing by the consumer mobile device thea retail application of the merchant device. 
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1 8. (CURRENTLY AMENDED) The method of claim 13 whoroin tho 17. further 
comprising: 

selecting goods and s e rv i c e s compr i s i ng prov i ding i nputs the good and/or the service by 
inputting to the retail application through tho consum e r d e v i c e t o arrive at thean intended list of 
purchas e d goods and/or services for the purchase from the selected merchant^ through ordering 
or other physical means provided by the merchant including scanning, 

providing, by the merchan t through the retail application , thean accumulated purchase 
price of the selected goods af ^and/or services. 

19. (CURRENTLY AMENDED) The method of claim +§9, where i n tho d i recting of 
pavm e n t further comprising: 

optionally v e r i fv i ng reguesting . by the consume r mobile device , verification of the 
merchant witt^by the third party STS S e cur e Transact i on S e rv e r (STS) . 

acquiring, by the consume r mobile device , the purchase order from the merchant device . 

opt i ona ll y verify i ng, by th e consumer, the m e rchant w i th th e STS, 

providing, by the consumer, consumer private personal identification information entrv 
(consumer PIE) to the consumer mobile device.-an€> 

requesting, by the consume r mobile device , a consumer reouest-transaction 
preauthorization by i d e nt i ficat i on i nformat i on s e nd i ng a r e qu e st transact i on (pr e author i zation) 
tefrom the third party STS. based upon the purchase order and the consumer PIE. 

providing, by the merchant, merchant private persona l identification i nformation entn/ 
(merchant PIE) t o the merchant device^-and 

sending , by the merchant device, a merchant reouest-transaction to the third party STS. 
based upon the purchase order and the merchant PIE. 

responding, by the third party STS. positively to the consumer mobile device and to.the 
merchant device, if th e i d e ntit ie s and details of the consumer reouest-transaction 
preauthorization and merchant reouest transact i on t ransaction are verified, and including a listing 
of accounts tefor the consume r mobile device . 

authorizing, by the consume r mobile device , the payment to the third party STS including 
a consumer account selection^ by a ftsending a consumer payment authorization m e ssago , 

authorizing, by the merchan t device , the sale purchase to the third party STS including a 
merchant account selection^ by a^ sending a merchant authorization m e ssago , 
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causing, by the third party STS. the payment from the selected consumer account to the 
selected merchant account^ if th e part ie s and details of the paym e nt transact i on consumer 
payment authorization and the merchant purchase authorization are verified, 

responding, by the third party STS. to the merchant and the consumer with the-results of 
the paymen t transact i on . 

20. (CURRENTLY AMENDED) The method as in claim 19 whef ewherein the 
consumer combines the r e qu e st (pr e authQri2at i on) consumer request-transaction 
preauthorization and the consumer payment authorization as follows by: 

prov i d i ng, by th e consum e r, p e rsona l i d e nt i f i cat i on i nformation to th e consum e r dov i oo 
and-issuinq , by the consumer mobile device, a consumer payment request-authorization of the 
payment to the third party STS including the consumer account selection, based upon the 
purchase order and the consumer PIE, 

prov i d i ng, by th e m e rchant, p e rsona l i d e ntif i cation information to tho i r d e vice and i ssu i ng 
a r e quest a uthor i zat i on of th e sa le to th e STS i nc l uding account s e lect i on, 

causing, by the third party STS. the payment from the consumer account to the merchant 
account^, if th e part i es and details of the consumer payment transact i on authorization and the 
merchant purchase authorization are verified, 

respond i ng, by th e STS, to tho merchant and th e c lie nt with the r e sults of tho payment 
transact i on . 

21. (CURRENTLY AMENDED) The method as in claim 14 wh e r ei n the d i rect i on of 
pavm e n tf urther comprising: 

optionally v e r i fy i nq requestino . by the consume r mobile device , verification of the 
merchant withby the third party STS. 

acquiring, by the consume r mobile device , the purchase order from the merchan t device . 

optional l y ver i fying, by tho consumer, the morchont with tho STS, 

providing, by the consumer, consumer private p e rsona l identification i nformation o ntrv 
(consumer PIE) t o the consumer mobile device, and 

sending , by the consumer mobile device, a consumer request-transaction 
(proauthor i zot i on) to tho STS preauthorization to the third party STS . based upon the purchase 
order and the consumer PIE. 

providing, by the merchant, merchant persona l ident i f i cation i nformation private 



10 



Serial No. 10/628,584 

identification entry (merchant PIE) t o the merchant device^ a«4 

sendino . bv the merchant device, a merchant request-transaction to the third party STS, 
based upon the purchase order and the merchant PIE. 

responding, by the third party STS. to th e preauthor i zat i on r e quest transactions positively 
to the consumer mobile device and to the merchant device, if th e i d e nt i t ie s and details of the 
consumer request'transaction preauthorization and merchant request transaction are verified, 
and including a listing of accounts to-for the consume r mobile device . 

sending, by the consumer mobile device, s e nd i ng an author i zat i on for th e a consumer 
payment authorization to the third party STS including a consumer account selection from the 
listing of consumer accounts . 

author i z i ng sending . by the merchant device , the-sale a merchant purchase authorization 
to the third party STS including a merchant account selection, 

causing, by the third party STS. the payment from the selected consumer account to the 
selected merchant account^ if th e part ie s and details of the p a ym e nt transaction c onsumer 
payment authorization and the merchant purchase authorization are verified, 

responding, by the third party STS. to the merchant and the consumer with the-results of 
the payment transaction , 

generating, by the merchan t device , a servio e the consumer token and sending to the 
consumer mobile device the consumer token representing the payment for the good and/or the 
service, 

sending, by the consume r mobile device , an acknowledgement to the merchant device 
containing an encrypted version of the consumer t oken received bv the consumer mobile device . 

requesting, by the merchan t device , a merchant t oken certificate from the third party STS 
using the encrypted consumer token, 

generating, by the third party STS. athe merchant token certificate and transmitting a 
copy to the merchant token certificate to the merchan t device , and 

presenting, by the consumer, the consumer t oken to the merchant upon consumption of 
the service and/or receipt of the good . 

22. (CURRENTLY AMENDED) The method as in claim 21 , wherein the consumer 
combines the r e qu e st (pr e author i zation) and consumer request-transaction preauthorization and 
the consumer payment authorization compris i ng by: 

prov i d i ng, by th e consum e r, p e rsonal idont i fioation i nformat i on to th e consum e r d e vic e 
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afi€t-sendinq , by the consumer mobile device, a consumer payment reouest-authorization of the 
payment to th e STS i nc l ud i ng w ith the consumer account selection to the third party STS . based 
upon the purchase order and the consumer PIE 

provid i ng, by th e m e rchant, p e r s ona l i d e ntificat i on i nformat i on to th e consum e r d e v i c e 
and issuing a r e qu e st author i zat i on of th e sa l e to th e STS i nc l ud i ng account se le ct i on, 

causing, by the STS, th e payment from th e consum e r account to th e merchant account i f 
th e part ie s and d e tai l s of the payment transaction ar e v e rif ie d, 

r e spond i ng, by th e STS, to the merchant and th e consum e r w i th th e r e su l ts of th e 
payment transact i on, 

generat i ng, by the m e rchant, a s e rvice token and s e nd i ng to th e consum e r r e pr e sent i ng 
th e payment for s e rv i ce, 

s e nd i ng, by th e consum e r, an acknowl e dg e m e nt to th e m e rchant conta i n i ng an 
e ncrypt e d v e rs i on of th e tok e n, 

r e qu e st i ng, by the m e rchant, a token c e rtificat e from the STS us i ng th e e ncrypted 
consum e r tok e n, 

g e n e rat i ng, by th e STS, a tok e n certif i cat e and transmitt i ng a copy to th e merchant, and 
pr e s e nting, by th e consum e r, th e tok e n to th e m e rchant upon consumpt i on of tho 
s e rv i c e. 

23. (CURRENTLY AMENDED) The method as in claim 21 , wherein the consumer 
explicitly requests athe consumer token and combines the consumer payment authorization and 
the consumer t oken cr e ation compr i s i ng g enerating by : 

prov i ding, by th e consum e r, p e rsona l id e ntification informat i on to th e consumer d e v i c e 
and cr e at i ng a r e qu e st transact i on (pr e author i zat i on) to th e STS, 

prov i ding, by th e merchant, p e rsona l i d e nt i ficat i on i nformat i on to th e consumer d e v i c e 
and cr e at i ng a r e qu e st transact i on to th e STS, 

r e spond i ng, by tho STS, to th e pr e author i zat i on r e qu e st transact i ons i f th e ident i ti e s and 
d e ta il s of th e r e qu e st transaction ar e v e rif ie d, and including a l isting of accounts to tho 
consumor. sending. by the consumer mobile device, a consumer payment request-authorization 
of the payment with the consumer account selection to the third party STS. based upon the 
purchase order and the consumer PIE. 

sending, by the consumer mobile device , a consumer request-token request for the 
consumer token to the merchant device . 
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generating, by the merchant, athe consumer token and sending to the consumer mobile 
device the consumer token representing thean unvalidated payment for the good and/or the 
service; 

sending, by the consume r mobile device , a consumer reguest-authorization-with-token 
r e qu es t t o the third party STS containing an encrypted version of the consumer t oken. 

authorizing, by the merchan t device , the sa tepurchase by sending a merchant request- 
authorization-with-token to the third party STS including the merchant account selection, 

causing, by the third party STS. the payment from the consumer account to the merchant 
account^ if th e parti e s and details of the consumer request payment transaot i on authorization and 
the merchant purchase authorization are verified, 

generating, by the third party STS. a the merchant token certificate and transmitting a 
copy to t he merchant token certification to the merchant device , and 

presenting, by the consumer, the consumer t oken to the merchant upon consumption of 
the good and/or the service. 

24. (CURRENTLY AMENDED) The method as in claim 21 . wherein the consumer 
us e s th e expl i c i t explicitiv requests the consumer token r e quest , and combines the consumer 
request-transaction p reauthorization. the consumer payment authorization and the consumer 
token cr e at i on compr i s i ng g enerating bv : 

creating and sending, by the consume r mobile device , a consumer reouest-token to the 
merchan t for the consumer token . 

generating, by the merchan t device , athe consumer token and sending the consumer 
token by the merchant device to the consume r mobile device . 

prov i d i ng, by th e consum e r, p e rsonal i d e nt i fication i nformation to the consumer dov i oo 
afldnaenerating . bv the consumer mobile device, a consumer payment reguest-authorization- 
with-token with the consumer account selection and containing thean encrypted version of the 
consumer t oken received from the merchant device t o the third party STS. based upon the 
purchase order and the consumer PIE. 

prov i d i ng, by th e m e rchant, persona l i d e ntification information to th e merchant dov i co 
afldHjenerating . bv the merchant device, a merchant reguest-authorization-with-token with the 
merchant account selection to the third party STS. based upon the purchase order and the 
consumer PIE. 

causing, by the third party STS. the payment from the consumer account to the merchant 
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account^ if tho part ie s and d etails of the paym e nt transaot i on consumer payment reauest- 
authorization-with-token and the merchant reauest^authorization-with-token are verified, 

creating, by the third party STS. athe merchant token certificate for representing the 
payment for the s e rv i ce. aood and/or the service, 

r e sponding, by th e STS, to th e consum e r with a m e ssag e conta i n i ng th e r e su l ts of th e 
paym e nt transaction, and 

responding, by the third party STS. to the merchant device w ith a m e ssag e contain i ng 
the results of the payment transact i on and the merchant t oken certificater 

th e consum e r pr e s e nt i ng th e tok e n to tho m e rchant upon consumpt i on of th e s e rv i ce . 

25. The method as in claim 21 wherein the consumer combines the consumer request- 
transaction preauthorization, the consumer payment authorization and the consumer t oken 
cr e at i on compr i sing generating by : 

prov i ding, by th e consum e r, p e rsona l i d e nt i ficat i on i nformation to th ei r d e v i c e and 
generating , by the consumer mobile device, a consumer payment request-authorization-token 
with the consumer account selection to the STS. based upon the purchase order and the 
consumer PIE. 

provid i ng, by th e m e rchant, p e rsonal idontificat i on informat i on to th ei r d e vice and 
generating , by the merchant device, a merchant request-authorization-token with the merchant 
account selection to the third party STS. based upon the purchase order and the merchant PIE. 

causing, by the third party STS. the payment from the consumer account to the merchant 
account^ if th e part ie s and details of the consumer payment request-authorization-token and the 
merchant request-authorization-token p a ym e nt transact i on are verified, 

creating, by the third party STS. a s e rv i c e t he consumer token and corresponding 
merchant t oken certificate for representing the payment for the good and/or the service. 

responding, by the third party STS. to the merchant device w ith a m e ssag e i nc l ud i ng t he 
results of the payment transact i on and the merchant t oken certificate, and 

responding, by the third party STS. to the consumer mobile device w ith a m e ssage 
i nclud i ng the results of the payment transact i on and the consumer t okenv 

th e consum e r prosonting th e tok e n to tho m e rchant upon consumpt i on of th e s e rv i c e. 

26. (CURRENTLY AMENDED) The method as in claim 21, whoroin tho conoumor 
presenting th e tokon and b ei ng val i dated by tho merchant and further comprising: 
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encrypting, by the consumer mobile device, a serv i c e the consumer token, creating a 
consumer t oken certificate, and submitting the consumer t oken certificate to the merchant. 

determining, by the merchant device, if a valid copy of the consumer t oken certificate has 
been previously stored and not used based upon the merchant token certificate , and if the 
consumer token certificate is valid , providing the good and/or then-the service i s prov i d e d and 
deleting the merchant t oken certificate d el et e d from merchant storag e. 

27. (CURRENTLY AMENDED) The method as in claim 21, wherein the consumer 
prosenting th e tok e n and b ei ng va li dat e d by th e m e rchant and th e STS further comprising: 

encrypting, by the consumer device, a s e rv i c e the consumer token, creating a consumer 
token certificate, and submitting the consumer token certificate to the third party STS, 

determining, by the third party STS. whether a valid copy o f consumer token certificate 
has been previously stored and not used, and if the consumer token certification is valid, theft 
marking the consumer t oken certificate as used and providing a response to the merchant 
device . 

providing, by the merchant, athe good and/or the service to the consumer 

28. (CURRENTLY AMENDED) The method as in any one of claims 9^i9^44r4^and 
21, wherein the consumer acquiring the purchase order includes an_implicit verification of the 
merchant identity by the third party STS and compr i s i ng by: 

transm i tt i ng, by th e consum e r d e v i c e , a r e qu e st for a purchas e ord e r for th e i tems to b e 
purchas e d to th e merchant d e v i c e , 

pr e par i ng, by th e m e rchant d e v i c e , a purchas e ord e r w i th r ele vant i nformat i on such as 

pricing, 

transmitting, by the merchant device, the prepared purchase order (PO) to the third party 

STS, 

verifying, by the third party STS. the merchant identity and creating a aa third party STS 
version of the PO fre mbased upon the merchant PO (STS - PO) as a STS-PO . and 

transmitting, by the third party STS. the STS-PO to the merchant device, and 
th e m e rchant transm i ts transmitting. bv the merchant device, the STS-PO to the 
consumer mobile device , so that upon rocoipt of th e STS - PO th e consum e r has as a positive 
registered merchant v erification that th e m e rchant i s a r e g i ster e d UPTF morohant . 
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29. (CURRENTLY AMENDED) The method as in any one of claims 14, 4S19 and 21 , 
wherein the ver i fy i ng th e merchant compr isi ng verification comprises : 

obtaining, by the consume r mobile device , the merchant legal name and address from a 
merchant device advertisement, or a directory service via the wireless network . 

issuing, by the etien tconsumer mobile device , a merchant verification transaction 
including the merchant information and merchant device identifier and send i ng th e merchant 
v e rification transact i on to the merchant device, 

foHA/arding, by the merchant device, to the third party STS the merchant information and 
the merchant device identity, 

verifying, by the third party STS. the merchant information and the merchant device 
i d e nt i ty w i th i ts r e cords , 

returning, by the third party STS. a merchant verification response m e ssage to the 
merchant device for fonA/arding to the consume r mobile devicer 

r e c e iving, by th e consum e r, th e m e ssage ind i cat i ng wheth e r th e m e rchant i s va l id . 

30. (CURRENTLY AMENDED) The method as in any one of claims 1^, 15 and 21 
wh e ro i n the consum e r acqu i r i ng th e purchas e ord e r oompris i ng l, 2 and 3. further comprising : 

sending, by the consumer, an explicit generate-purchase-order to the merchant, 
creating, by the merchant, a purchase order corresponding to the i t e ms so l oct e d by the 

consum e r purchasing agreement and sending the purchase order to the consumer^ 

wherein the first consumer view and the second merchant view are generated based 

upon the purchase order . 

31 . (CURRENTLY AMENDED) The method as in any one of claims 21 , 22, 23, 24, 
25, 26, and 27 wh e r ei n of th e pr e s e nting th e tok e n to tho m e rchant f urther comprising 
converting, by the consumer mobile device, the consumer t oken to a barcode and displaying the 
consumer t oken represented as athe barcode on itsa display of the consumer mobile device , 
and 

scanning, by the merchant device, the barcode, converting the barcode to athe 
consumer token and th e n ch e ok i ng validating the consumer t oken. 
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